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As you watch the video, follow along and complete the questions in this guide.  You can stop the video and view a section again if 
needed.  The goal is for you to complete this guide and then discuss the material with your designated agency trainer or facilitator.  
 
Cyber exploitation is:  
A. The unlawful use of another person’s private image without their consent 
B. Taking content that was previously shared in a private context and making it public for the purpose 

of humiliation or abuse 
C. Using digital media to harm someone else, whether financial, for humiliation, or to stalk them 
D. All of the above 
 
For cyber exploitation investigations, when it is necessary to access a suspect’s website, what are some 
important reasons to not use a department computer? 
A. Suspects may be able to track the department computer and discover that it is a law enforcement 

agency 
B. You may have opened a portal for a suspect to inject malware into the department network  
C. The computer may become evidence in the investigation 
D. All of the above 
E. A and B only 
 
What are some of the reasons that victims of cyber crimes may be reluctant to come forward to report 
the crime? 
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________ 
 
How can the crime of identity theft be applied to a case involving the posting of an intimate photo of a 
victim? 
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________
_______________________________________________________________ 
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What information can an investigator obtain from an Internet Protocol (IP) address? 
A. It helps you identify a possible suspect by location and device 
B. It will identify a name associated with that IP address 
C. It can help an investigator track back to the device that was initially used 
D. All of the above 
E. A and C only 
 

When a victim comes into the department to report a cyber exploitation case, what are some important 
considerations as to the location where this initial interview is conducted? 
A. If there is no private room available, try to step off to the side so that no other people in the lobby 

can hear what you are saying 
B. You can potentially re-victimize them by having them share their story in a public setting 
C. Try to find a private area where the victim will be more comfortable 
D.  All of the above 
E. B and C only 
 
 
If an agency needed assistance on a search warrant where they anticipate seizing a great deal of 
electronic media, they can reach out to a Regional Computer Forensics Laboratory (located throughout 
the state) for assistance in responding and assisting to secure the items of evidence. 
 
True__________            False__________ 
 
 
What is a Faraday bag and/or what is its purpose?  
A. Ideally it inhibits the ability of the device placed within the bag to communicate with a network 
B. It seals an item within and prevents damage when transporting and booking for evidence 
C. It essentially looks like a tin foil bag 
D. It is designed to prevent the item from being remotely accessed and wiped 
E. All of the above 
F. A, C and D only 
 
 
Which of the following describes why experts say that most of the cyber exploitation crimes have been 
on the books for years? 
A. Criminals are just finding new ways to commit the same old crimes 
B. These are the same crimes, criminals are just using an electronic mean to commit the crime 
C. A cyber medium can be used to commit domestic violence and/or stalking 
D. All of the above 
E. A and B only 
 


